
November 10, 2022 

Important Notice 
For customers using Video Multi-Tenant System Entrance Station GT-DMB-N, GT-DMB-LVN, 
and GT-DB-VN 

Regarding the Video Multi-Tenant System Entrance Station GT-DMB-N, GT-DMB-LVN, and GT-
DB-VN sold by Aiphone since their launch in June 2017 （the “Products”）, it has been found that 
there is a vulnerability in the Entrance Station that may lead to leakage of the settings information 
in the Products or to partial loss of functionality. This attack requires a highly specialized technique. 

■Products 

GT Video Multi-Tenant System Entrance Station 

GT-DMB-N, GT-DMB-LVN, GT-DB-VN 

   

 

 

  

 ■Explanation of the Vulnerability 

Illegally obtaining or falsifying the configuration information in the Products allows attackers to 
release the door, which may in turn lead to unauthorized access. However, please rest assured 
that there have been no reports of this occurring to date since the attack requires highly 
specialized techniques. 

In addition, the models of the Products manufactured from December 7, 2021 have already had 
corrective measures taken to prevent this from happening.  

■Contact 

If you are currently using any of these models and have any questions or requests regarding this 
matter, please contact us and we will get in touch using the e-mail address you provide. 

▶ Contact us 
* URL：https://www.aiphone.net/support/contact/ 

 
Personal information provided by customers will not be used for any purpose other than to 
respond to inquiries about the Products in question.  

■Reference 
   JVN#75437943 / CVE-2022-40903 

November 10, 2022 
Aiphone Co., Ltd. 

GT-DB-VN 

https://www.aiphone.net/support/contact/

	Important Notice
	For customers using Video Multi-Tenant System Entrance Station GT-DMB-N, GT-DMB-LVN, and GT-DB-VN

